Knacc peweHusa

HassaHue 3anagHoro BeHpopa u
NPOAYKTa

HassaHue OTeuecTtBeHHOro
BeHpopa v npoayKra

NGFW Next Generation
Firewall (MexceTeBoli
3KpaH HOBOro

Palo Alto Networks

Cisco ASA Firepower

Checkpoint

Fortinet FortiGate

Usergate MeceTeBol aKpaH

nokonexus) Sophos XG Firewall
Juniper SRX
SIEM Security Micro Focus ArcSight
Information and Event | g\ Qradar
Management FortiSIEM PT MP SIEM, Kaspersy KUMA,
(Ynpasnenue

cobbITUAMU U
nHdopmaumeit o
6e3sonacHoCTH)

McAffee ESM

RuSIEM

WAF Web Application
Firewall (3awuTa
npunoxeHuii ot Web
aTtak)

F5 WAF

Imperva WAF

PT AF, Kb KoHTnHeHT WAF, Solidwall
WAF

EPP Endpoint Protection
Platform (3awuTa
KOHEYHbIX Y3/108B)

Sophos For Business Endpoint

F-Secure Total

Bitdefender Security for Endpoints

Avast Business Antivirus

Symantec Endpoint Security

Panda Endpoint Security

McAffee Endpoint Security

Kaspersky KES, Dr Web, Kb Secret
Net Studio

DLP Data Loss
Prevention
(MpepoTBpalLeHne
yTeyek nHbopmaumm)

Symantec DLP

Forcepoint DLP

McAfee DLP Endpoint

KnbepnpoTtekT (Knbep DLP 3awuTa),
InfoWatch Traffic Monitor, lapaa
Mpepnpuatue

Data Center Backup and
Recovery Solutions
(PesepBHOe
KonupoBaHue)

Veeam Backup & Replication

Symantec Backup Exec

NetApp SnapProtect

Paragon Protect & Restore

Commvault Complete Backup &
Recovery

DELL EMC Avamar

KnbepnpotekT (Kubep 3awmTa
OaHHbIx), RuBackup

Sandbox/Anti-APT
Advanced Persistent
Threat Protection
(MecoyHnua, 3awmTa ot
LueneBbIX aTak)

FireEye Malware Analysis

Check Point SandBlast

Forcepoint AMD

FortiSandbox

McAfee Advanced Threat Defen

Palo Alto Networks WildFire

Group-IB THF, Kaspersky KATA, PT
Sandbox, PT NAD, AVSoft Athena, PT
NAD, Kaspersky Sandbox, lapaa
MoHutop

SWG Secure Web
Gateways (3awmTa Beb-
LIN0308B)

Check Point Secure Gateway

Symantec ProxySG

McAfee Web Gateway

Kaspersky Web Traffic Security,
Dr.Web Gateway Security Suite, C-
Teppa KnneHnt

Email Security (3awmTa
NoYTOBOro cepBepa)

Fortinet FortiMail

Fireeye EX

Microfocus SecureMail

Kaspersky Total Security u KS gns
no4ToBbIX cepBepos, Group-IB
Atmosphere, Usergate




EDR Endpoint Detection
and Response
(O6Hapy:xeHue u
pearMpoBaHue Ha
Yrpo3bl AN KOHEYHbIX
y3/108B)

Check Point SandBlast Agent

Cisco Advanced Malware Protection

Cyberbit EDR

FireEye Endpoint Security

Microsoft Advanced Threat Protection

Symantec Advanced Threat Protection

Palo Alto Networks Traps

Kaspersky EDR

DAM Database Activity
Monitoring
(MOHUTOpPUHT M 3aWMTa
6a3 AaHHbIX)

Imperva Database Security

IBM Guardium

Oracle DB Security

Fapaa TexHonormm Napaa b

MFA Multifactor
authentication
(MHorodaKkTopHas
nposepKa
NoA/IMHHOCTK)

ESET SA

Microsoft MFA

AnagauH JMS, Indeed

PAM Privileged Account
Management (Cuctema
KOHTPOIA
npmnBunernpoBaHHbIX
nonb3oBaTenem)

Centrify Zero Trust Privilege Services

Cyberark Core Privileged Access Sec

Wallix Bastion

BeyondTrust BeyondInsight

One ldentity Safeguard

Broadcom Layer7 Privileged Access
Management

Safelnspect, AUTU Bactvron CKANY,

Indeed PAM

CKaHepbl yA3BMMOCTEN

GFl Languard

F-Secure Radar

Tenable Nessus Professional

Rapid7 Nexpose Vulnerability Scanner

Qualys Vulnerability Management

Tripwire IP360

Skybox Vulnerability Control

PT MP 8, dwenoH CkaHep-BC

SOAR/IRP Security
Security Vision Incident
Response Platform

Cisco SecureX

Palo alto XSOAR

Cyberbit SOC 3D .
(Mnatdpopma : Rvision IRP
FortiSOAR
pearMpoBaHuA Ha
MHLMAGHTDI IBM Resilient SOAR
KnbepbesonacHoctn) | Siemplify
VMware PepnCO®T (PesBupTyanusaums),
Microsoft Hyper-V Poca, BaseALT, TK AcTpa (BPECT),
CpeactBa Red Hat virtualization Ckana — P, TMOHUKC, HOSTVM,
BUPTYanmsaumm — PocMnatdopma, Knbepnpotekr
Citrix
(AkpoHUC-UHpacTpyKTypa)
KVM Linux ISPsystem, Aapoanck
HPE
Dell
CpeacTBa xpaHeHuA e ' Aopoanck
AdHHbIX Huawei
lenovo

Oracle DB Security
MysQL
Microsoft SQL Server

CpepacTsa ynpasneHus
6a3amun AaHHbIX

PostgresPro, PeaCO®T
(PepbasadaHbix)




MongoDB

CpepctBa moHuTOpMHra | Zabbix ISPsystem
W ynpasaeHus SolarWinds
VDI (YaaneHHble Cisco VDI/UCS

paboune mecta)

VMware Horizon

Termidesk, TnoHukc, Ckana-P

OnepauunoHHble
cucTembl obuiero

Microsoft Windows Home/PRO

Astra Linux OC, PeaCO®T (PepgOC),
Rosa, BaseALT (ALT Linux), MoToc,

Ha3Ha4yeHus Red Hat ATnaHT
MS Teams
Z00M
Kommykukaupnoroe | Skype MIND, CommunicatePRO, IVA
nporpaMmmHoe Microsoft - Exchange u Lync Technolc;gies TrueConf VK,Teams
obecneueHue Zimbra ’ ’

IBM Lotus Domino

Mdaemon

MS Outlook CommunicatePRO, Samoware,
MouToBbIE NPUNOKEHNA Mail.ru, Hosble O6nayHble

Exchange TexHonorum (Mot Oduc Mouta)

KODNODATHUEHbIE MS Teams VK Teams, nanor (Dialog
priop Z00M Enterprise), IVA Technologies (IVA
MecCeHAKepbl
Skype Connect)

OducHble nakeTbl

Microsoft Office

P7-Odwuc, MoinOduc

OducHoe npuKknagHoe

OCR CuneiFrom

OmniPage
MO, KomnaeKcHas :
OCR CuneiFrom SetereOCR
paboTa c BymaxkHbIMU U :
PDF-A0KyMeHTamm OmniPage
ABBYY FineReader
Microsoft

CpencTtBa npocmoTpa,

Adobe Premiere

Movavi (Movavi PDF Reader)

peaaKkTMpoBaHuA Adobe Photoshop
ABBYY
MporpammHoe EMC Documentum
obecneuerue CPEACTB | |B\M Lotus Notes CnyTtHuk ESM, DocShell
3NEKTPOHHOTo
OOKymeHToobopoTa MS Sharepoint

Cuctembl cbopa,
XpaHeHus, 06paboTKy,
aHanusa,
MOAEe/IMPOBaHUA U
BM3yanM3aumm
MacCCMBOB AaHHbIX

Microsoft Power Bl

Visiology

Cuctema
aBTOMATM3MPOBAHHOIO
NPOEKTUPOBAHUA 4NA
CTPOUTENLCTBA,
MaLUNMHOCTPOEHMUA U
apyrux 3agay 3D
MOZEeNnpoBaHuA

Autodesk AutoCAD

Solidworks

AckoH (KOMMAC-3D)




